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FortiWeb

Available in

D @ i

Al-powered WAF

Appliance Virtual Cloud SaaS Container that protects web
Machine applications and APIs
against the OWASP
FortiWeb Web Application Firewall protects your business-critical web applications and Top 10

APIs from attacks that target known and unknown vulnerabilities. Using an advanced
multi-layered approach backed by a sophisticated machine learning engine, Fortiweb
protects against the OWASP Top 10 and more.

The FortiWeb product line offers solutions and deployment options across SaaS, VMs,

and appliances that can protect business applications no matter where the application is

hosted. This ordering guide will help you choose the right solution for your customer.

FortiWeb is offered as a SaaS-based cloud service, virtual appliance, or as an on-premise

appliance:

« FortiAppSec Cloud WAF (SaaS): cloud-native multitenant SaaS-based solution with a
global distribution of WAF clusters around the world.

« VM Subscription (Public/Private Cloud): virtual solution supported across public and
private clouds.

« FortiWeb Appliance: on-premise FortiWeb appliance providing best price/performance
data center WAF solution in the industry.

Threat Analytics

This new SaaS based service ingests events from across your entire hybrid cloud
environments (FortiAppSec Cloud WAF and Fortiweb HW/VM) to help address alert
fatigue. Using machine learning algorithms, it removes the complexity that comes from
manually evaluating alerts by evaluating thousands of alerts and grouping those alerts
into incidents based on the patterns identified. The solution separates significant threats
from informational alerts and false positives to help security teams focus on the threats
that matter.

Threat Analytics is available for FortiAppSec Cloud Advanced Plan customers and is sold as part of

the Advanced bundle or A-La-Carte for FortiWeb appliances.
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Product Offerings

For OPEX-based purchasing, choose between FortiAppSec Cloud WAF requiring no hardware/software installation) and
FortiWeb-VM S-series (a yearly subscription of our virtual WAF supported on all common hypervisors and public cloud
providers).

When choosing FortiAppSec Cloud WAF, simply pick between the Standard, Advanced, or Enterprise plans and choose the
overall bandwidth needed and number of web applications required. Bandwidth and Web app SKUs are seat based. 25 Mbps per
Bandwidth seat, one web application per seat.

When choosing the virtual WAF (FortiWeb-VM S series), remember this is a yearly subscription. Choose between the standard
and advanced subscription bundles, which vary by the type of services included.

PERFORMANCE

HTTP Throughput 25 Mbps 100 Mbps 500 Mbps 3 Gbps 6 Gbps
HTTPS Throughput (2048

keysize) 10 Mbps 50 Mbps 250 Mbps 1 Gbps 3 Gbps
Max Machine Learning

Domains 4 8 16 32 32
Form Factor Virtual machine

Web Security Standard Standard Standard Standard Standard
IP Reputation Standard Standard Standard Standard Standard
Antimalware Standard Standard Standard Standard Standard
FortiWeb Cloud Sandbox Advanced Advanced Advanced Advanced Advanced
Credential Stuffing Defense Advanced Advanced Advanced Advanced Advanced
Threat Analytics Advanced Advanced Advanced Advanced Advanced
Advanced Bot Protection Enterprise Enterprise Enterprise Enterprise Enterprise
Client-Side Security Enterprise Enterprise Enterprise Enterprise Enterprise
DLP Enterprise Enterprise Enterprise Enterprise Enterprise
FortiAl Subscription’ Add-on Add-on Add-on Add-on Add-on
24x7 Support Included Included Included Included Included
SOCaas Add-on Add-on Add-on Add-on Add-on

1 FortiAl-Assist tokens included. Additional tokens available via subscription Add-on

Order Information

VMO1 VMO02 VM04 VM08 VM16
Standard Subscription FC1-10-WBVMS-916-02-DD FC2-10-WBVMS-916-02-DD FC3-10-WBVMS-916-02-DD FC4-10-WBVMS-916-02-DD FC5-10-WBVMS-916-02-DD
Advanced Subscription FC1-10-WBVMS-582-02-DD FC2-10-WBVMS-582-02-DD FC3-10-WBVMS-582-02-DD FC4-10-WBVMS-582-02-DD FC5-10-WBVMS-582-02-DD
Enterprise Subscription FC1-10-WBVMS-1267-02-DD  FC2-10-WBVMS-1267-02-DD  FC3-10-WBVMS-1267-02-DD  FC4-10-WBVMS-1267-02-DD  FC5-10-WBVMS-1267-02-DD
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FortiAppSec Cloud WAF Plans
This is a high level plan overview. Review the full list in the FortiAppSec ordering guide.
SERVICE FEATURE STANDARD ADVANCED ENTERPRISE
OWASP top 10 © © ©
WAF signatures @ @ @
Threat intel @ @ @
Web Application Protection Custom rules @ @ @
Reporting @ @ @
Sandboxing @ @
ML based Anomaly Detection @ @
Al Threat Analytics © ©
Scheme enforcement @ @ @
. API Gateway @ @
AP Security API Discovery @ @
ML based Anomaly detection © @)
IP-based protection ©) © ©
Thresholds @ @ @
Bot Defense Account Takeover @ @
Behavioral Intent Analysis (ML) @
Client-Side Security Client-Side Security @
DDoS Mitigation L3-L7 © © ©
SSL inspection @ @ @
Health Monitoring @ @ @
Application Delivery Authentication Proxy @ @
Client Authentication @ @
Content Routing @ @
Caching/ acceleration @ @ @
con Compression @ @ @
DAST Runtime vuln. scans @ @
FortiAl Assist' FortiAl Assist © © ©
Support 24x7 @ @ @
SOC as a Service Monitoring, triage and escalation Add-on Add-on @

1 FortiAl Assist is now available in Beta mode. Restrictions apply
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FortiAppSec Order Information

SOLUTION DESCRIPTION

FORTIAPPSEC CLOUD WAF

STANDARD PLAN

25 Mbps (Use seat 1). Includes FortiCare premium support. FC1-10-UCAPF-1114-02-DD
50-99 Mbps (25Mbps/seat). Includes FortiCare premium support. FC2-10-UCAPF-1114-02-DD
100+ Mbps (25Mbps/seat). Includes FortiCare premium support. FC3-10-UCAPF-1114-02-DD
ADVANCED PLAN
25 Mbps (Use seat 1). Includes FortiCare premium support. FC1-10-UCAPF-1115-02-DD
Bandwidth
50-99 Mbps (25Mbps/seat). Includes FortiCare premium support. FC2-10-UCAPF-1115-02-DD
100+ Mbps (25Mbps/seat). Includes FortiCare premium support. FC3-10-UCAPF-1115-02-DD
25 Mbps (Use seat 1). Includes FortiCare premium support. FC1-10-UCAPF-1254-02-DD
50-99 Mbps (25Mbps/seat). Includes FortiCare premium support. FC2-10-UCAPF-1254-02-DD
100+ Mbps (25Mbps/seat). Includes FortiCare premium support. FC3-10-UCAPF-1254-02-DD
1-4 Applications. Must be combined with a Bandwidth Standard plan. Includes FortiCare premium support. FC1-10-UCAPF-1116-02-DD
5-24 Applications. Must be combined with a Bandwidth Standard plan. Includes FortiCare premium support. FC2-10-UCAPF-1116-02-DD
25-74 Applications. Must be combined with a Bandwidth Standard plan. Includes FortiCare premium support. FC3-10-UCAPF-1116-02-DD
75-249 Applications. Must be combined with a Bandwidth Standard plan. Includes FortiCare premium support. FC5-10-UCAPF-1116-02-DD
250-499 Applications. Must be combined with a Bandwidth Standard plan. Includes FortiCare premium support. FC6-10-UCAPF-1116-02-DD
500+ Applications. Must be combined with a Bandwidth Standard plan. Includes FortiCare premium support. FC7-10-UCAPF-1116-02-DD
1-4 Applications. Must be combined with a Bandwidth Advanced plan. Includes FortiCare premium support. FC1-10-UCAPF-1257-02-DD
5-24 Applications. Must be combined with a Bandwidth Advanced plan. Includes FortiCare premium support. FC2-10-UCAPF-1257-02-DD
Applications 25-74 Applications. Must be combined with a Bandwidth Advanced plan. Includes FortiCare premium support. FC4-10-UCAPF-1257-02-DD
75-249 Applications. Must be combined with a Bandwidth Advanced plan. Includes FortiCare premium support. FC5-10-UCAPF-1257-02-DD
250-499 Applications. Must be combined with a Bandwidth Advanced plan. Includes FortiCare premium support. FC6-10-UCAPF-1257-02-DD
500+ Applications. Must be combined with a Bandwidth Advanced plan. Includes FortiCare premium support. FC7-10-UCAPF-1257-02-DD

ENTERPRISE PLAN

1-4 Applications. Must be combined with a Bandwidth Enterprise plan. Includes FortiCare premium support. FC1-10-UCAPF-1256-02-DD
5-24 Applications,. Must be combined with a Bandwidth Enterprise plan. Includes FortiCare premium support. FC2-10-UCAPF-1256-02-DD
25-74 Applications. Must be combined with a Bandwidth Enterprise plan. Includes FortiCare premium support. FC4-10-UCAPF-1256-02-DD
75-249 Applications. Must be combined with a Bandwidth Enterprise plan. Includes FortiCare premium support. FC5-10-UCAPF-1256-02-DD
250-499 Applications. Must be combined with a Bandwidth Enterprise plan. Includes FortiCare premium support. FC6-10-UCAPF-1256-02-DD
500+ Applications. Must be combined with a Bandwidth Enterprise plan. Includes FortiCare premium support. FC7-10-UCAPF-1256-02-DD

FORTIAPPSEC CLOUD ADD-ONS

24x7 cloud-based managed log monitoring, incident triage and SOC escalation service for Cloud WAF. 1-4 applications
i o o i FC1-10-UCAPF-464-02-DD
(seats), price per application. Must purchase for all applications in account.

SOCaaS
24x7 cloud-based managed log monitoring, incident triage and SOC escalation service for Cloud WAF. 5+ applications

. - T FC2-10-UCAPF-464-02-DD
(seats), price per application. Must purchase for all applications in account.

FORTIAPPSEC CLOUD STANDALONE SERVICES

FortiAppSec Cloud. Global Server Load Balancing, 100 QPS (queries per second). Includes FortiCare premium support. FC1-10-UCAPF-330-02-DD

GSLB
FortiAppSec Cloud. Global Server Load Balancing, 10 Health Checks. Includes FortiCare premium support. FC1-10-UCAPF-332-02-DD
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Product Offerings

For CAPEX-based purchasing, FortiWeb appliances provide the best price/performance data center WAF solutions in the
industry. Pick the right solution based on HTTP/HTTPS throughput and choose between the standard and advanced bundles
which vary by the type of services included.

CAPEX

PERFORMANCE
HTTP Throughput 100 Mbps 500 Mbps 1Gbps 2.5 Gbps 5 Gbps 10 Gbps 70 Gbps
HTTPS Throughput (2048
Keysize) 100 Mbps 500 Mbps 1 Gbps 2.5 Gbps 5 Gbps 10 Gbps 70 Gbps
Max Machine Learning
Domains 16 32 96 96 192
10/100/1000 44(?SEFIF:J(;1E5 4CE beFysass) 8CE T;z/gass) 4CE lebeFr)Jass) 8GE (8 bypass) 8GE (8 bypass)
10G SFP+ 2 4 10 (2 bypass) 10 (2 bypass)
40GE 2 bypass
Dual PS Dual Hot Swap Hot Swap Hot Swap Hot Swap
Form Factor Desktop
Web Security Standard Standard Standard Standard Standard Standard Standard
IP Reputation Standard Standard Standard Standard Standard Standard Standard
Antimalware Standard Standard Standard Standard Standard Standard Standard
FortiWeb Cloud Sandbox Advanced Advanced Advanced Advanced Advanced Advanced Advanced
Credential Stuffing Defense Advanced Advanced Advanced Advanced Advanced Advanced Advanced
Threat Analytics Advanced Advanced Advanced Advanced Advanced Advanced Advanced
Advanced Bot Protection Enterprise Enterprise Enterprise Enterprise Enterprise Enterprise Enterprise
Client-Side Security Enterprise Enterprise Enterprise Enterprise Enterprise Enterprise Enterprise
Enterprise Enterprise Enterprise Enterprise Enterprise Enterprise Enterprise

FortiAl Subscription’ Add-on Add-on Add-on Add-on Add-on Add-on Add-on
24x7 Support Included Included Included Included Included Included Included
SOCaasS Add-on Add-on Add-on Add-on Add-on Add-on Add-on

1 FortiAl-Assist tokens included. Additional tokens available via subscription Add-on
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Order Information

STANDARD BUNDLES

FWB-100F-BDL- FWB-400F-BDL- FWB-600F-BDL- FWB-1000F-BDL- FWB-2000F-BDL- FWB-3000F-BDL- FWB-4000F-BDL-

Hardware Bundle
934-DD 934-DD 934-DD 934-DD 934-DD 934-DD 934-DD

FC-10-WO1HF-934-  FC-10-FV40F-934-  FC-10-W06HF-934- FC-10-FW1KF-934-  FC-10-FW2KF-934- FC-10-FW3KF-934- FC-10-FW4KF-934-

Renewal Bundle
02-DD 02-DD 02-DD 02-DD 02-DD 02-DD 02-DD

ADVANCED BUNDLES

FWB-100F-BDL- FWB-400F-BDL- FWB-600F-BDL- FWB-1000F-BDL- FWB-2000F-BDL- FWB-3000F-BDL- FWB-4000F-BDL-
Hardware Bundle

580-DD 580-DD 580-DD 580-DD 580-DD 580-DD 580-DD

FC-10-WO1HF-580-  FC-10-FV40F-580-  FC-10-WO06HF-580- FC-10-FW1KF-580-  FC-10-FW2KF-580- FC-10-FW3KF-580- FC-10-FW4KF-580-
Renewal Bundle

02-DD 02-DD 02-DD 02-DD 02-DD 02-DD 02-DD
ENTERPRISE BUNDLES

FWB-100F-BDL- FWB-400F-BDL- FWB-600F-BDL- FWB-1000F-BDL- FWB-2000F-BDL- FWB-3000F-BDL-~ FWB-4000F-BDL-
Hardware Bundle

1266-DD 1266-DD 1266-DD 1266-DD 1266-DD 1266-DD 1266-DD
Renewal SKUs FC-10-WO1HF-1266- FC-10-FV40F-1266- FC-10-WO6HF- FC-10-WO1KF-1266- FC-10-W02KF-1266- FC-10-WO3KF-1266- FC-10-W04KF-1266-

02-DD 02-DD 1266-02-DD 02-DD 02-DD 02-DD 02-DD

REPLACEMENT

Replacement Disk SKU SP-DFWB2T SP-DFWB2T

Fortinet Training and Certification

FCP - FortiWeb Administrator Training and Certification

Learn how to deploy, configure, and troubleshoot FortiWeb. Learn key concepts of web application security and explore
protection and performance features. Experience traffic and attack simulations that use real web applications. Learn how
to distribute the load from virtual servers to real servers while enforcing logical parameters, inspecting flow, and securing
HTTP session cookies. Also, learn how to train and configure machine learning and how to configure API protection and bot
mitigation.

Course Description

For prerequisites, agenda topics, and learning objectives, visit:
https://training.fortinet.com/local/staticpage/view.php?page=library_fortiweb-administrator

Training Offering

For training SKUs, purchasing, and delivery options, visit:
https://training.fortinet.com/local/staticpage/view.php?page=purchasing_process


https://training.fortinet.com/local/staticpage/view.php?page=library_fortiweb-administrator
https://training.fortinet.com/local/staticpage/view.php?page=purchasing_process
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Cheat Sheet

The Space

WAF space consolidates around three main
functionalities: web protection, bot mitigation, and
API protection.

SaaS is becoming more attractive.

Cloud WAF popularity is on the rise and usually
includes content delivery network and DDoS.

Customers have expectations for easy onboarding
and a low maintenance WAF.

Ordering Guide

Product Offerings: OPEX and CAPEX options

OPEX: two options available:

FortiAppSec Cloud: hassle-free, no SW/HW
required, WAF-as-a-service. Priced by bandwidth
and number of applications, measured by 95%
percentile.

FortiWeb-VM: S-series provides yearly

subscription for laaS/private cloud. All inclusive
standard/advanced/enterprise bundle options.

CAPEX: two options available:

HW appliances: selected by throughput (50 Mbps
to 70 Gbps)

FortiWeb-VM: preferably choose S-series though
perpetual license is available.

Where to Find More Info
Demo: FortiAppSec Cloud, WAF machine learning
What's New: FortiAppSec Cloud, FortiWeb
Landing Page: FortiAppSec Cloud

Live demo available from landing page

Product Lineup

FortiWeb product line includes various options:

HW/VM/container: models range from 50 Mbps
to 70 Gbps throughput. BYOL/PAYG for VMs
deployed on public cloud.

Cloud WAF: FortiAppSec Cloud SaaS-based
solution. Global scrubbing centers across public
cloud. Priced by bandwidth and number of
applications. Can alternatively be consumed
directly from marketplace.

Major Highlights
FortiAl Assist: Improves operational efficiency and
uplevels IT team skillsets

Industry’s fastest WAF appliance: FortiWeb-4000F
at 70 Gbps HTTP/HTTPS throughput.

The only vendor to provide ML for anomaly
detection for web and API applications.

Two-layer ML tech ensures virtually no false
positives.

FortiGuard Labs automated updates ensure Al
threat models are up-to-date.

Continuous Learning automatically adjusts models
when application changes, virtually integrating
with CI/CD pipeline.

One-of-a-kind SQLi and XSS syntax-based
detection policies, without reliance on static
signatures.

Strong API protection capabilities including ML
based API Discovery and Proection, APl gateway,
protocol enforcement, and schema validation.

Threat Analytics: Using Machine Learning, attacks
are analyzed across all your web applications to
identify common characteristics and patterns and
group them into meaningful security incidents.

www.fortinet.com
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